




The browser level, i.e. a virus has 
been stopped before or right 
after it has been downloaded.

The system level, i.e. a virus has been 
downloaded, but it hasn’t been 

allowed to run.

The analysis level, i.e. a virus 
has been run and blocked 

by a tested product.

LEVEL 1

LEVEL 2

LEVEL 3

FAIL

The failure, i.e. a virus hasn’t been 
blocked and it has infected 

a system.

P1

P2

P3

N

The summary 
of the Advanced In The Wild Malware Test 
by month

P1
P2

P3

N



99,57%

100%

100%

100%

NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

100%

100%

100%

100%

FAILURELEVEL 1

100%

KASPERSKY
Total Security

WEBROOT 
Antivirus

WEBROOT
Business Endpoint Protection

SECUREA
Plus Pro

BITDEFENDER
Total Security

COMODO
Internet Security

G DATA
Total Security

COMODO
Advanced Endpoint Protection

AVIRA
Antivirus Pro

January-February  2020: quantity of unique 685 samples used in this test

LEVEL 2 LEVEL 3

0,43%

-

-

-

-

-

-

-

-

-

~9%

35%

92%

30%

4%

4%

2%

52%

50%

32%

-

-

-

-

-

-

-

-

-

-

91%

65%

8%

70%

96%

96%

98%

48%

50%

68%



100%

100%

99,7%

100%

NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

100%

100%

100%

100%

FAILURELEVEL 1

97%

SECUREAPLUS 
Pro

WEBROOT
Antivirus

WINDOWS
Defender

TREND MICRO
Maximum Security

CHECK POINT
Endpoint Security

COMODO
Internet Security

EMSISOFT
Business Security

COMODO
Advanced Endpoint Protection

AVIRA
Antivirus Pro

March-April 2020: : quantity of unique 658 samples used in this test

LEVEL 2 LEVEL 3

-

-

0,30%

-

-

-

-

-

-

3%

90%

90%

~9%

65%

5%

9%

19%

81%

76%

9%

-

-

-

-

-

-

18%

8%

10%

-

10%

10%

91%

35%

95%

91%

63%

11%

14%

88%

100%
ZONEALARM
Extreme Security -19%19%62%



100%

100%

88,6%

100%

NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

99,93%

100%

100%

100%

FAILURELEVEL 1

SECUREAPLUS 
Pro

WEBROOT
Antivirus

TREND MICRO
Maximum Security

COMODO
Advanced Endpoint Protection

EMSISOFT
Business Security

MKS_VIR
Internet Security

COMODO
Internet Security

AVIRA
Antivirus Pro

May-June 2020: quantity of unique 1384 samples used in this test

LEVEL 2 LEVEL 3

-

-

11,4%

-

-

0.07%

-

-

-

-

80%

1%

34%

8%

~16%

83%

76%

79%

-

-

-

-

1%

-

-

-

-

100%

20%

87,6%

66%

91%

84%

17%

24%

21%



100%

100%

99,7%

100%

NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

99,94%

100%

100%

100%

FAILURELEVEL 1

99,94%

G DATA
Total Security

SECUREAPLUS
Pro

WEBROOT
Antivirus

KASPERSKY
Total Security

BITDEFENDER
Total Security

COMODO
Internet Security

EMSISOFT
Business Security

COMODO
Advanced Endpoint Protection

AVIRA
Antivirus Pro

July-August 2020: quantity of unique 1456 samples used in this test

LEVEL 2 LEVEL 3

-

-

-

-

-

0,06%

-

-

-

0.06%

82%

-

6%

81%

9%

~12%

-

84%

77%

~22%

-

-

-

-

1%

-

-

-

-

-

18%

100%

94%

19%

90%

88%

100%

16%

23%

78%



100%

100%

100%

100%

NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

99,92%

100%

100%

100%

FAILURELEVEL 1

100%

G DATA
Total Security

MKS_VIR
Internet Security

SECUREAPLUS
Pro

KASPERSKY
Total Security

BITDEFENDER
Total Security

COMODO
Internet Security

ESET
Smart Security Premium

COMODO
Advanced Endpoint Protection

AVIRA
Antivirus Pro

September-October 2020: quantity of unique 1187 samples used in this test

LEVEL 2 LEVEL 3

-

-

-

-

-

0,08%

-

-

-

-

-

-

3%

-

10%

~5%

-

90%

82%

92%

-

-

-

-

-

-

-

1%

6%

-

100%

100%

97%

100%

90%

95%

100%

9%

12%

8%



NAME TOTAL
OBTAINED 

CERTIFICATE

WEBROOT
Antivirus 100%

100%

FAILURELEVEL 1

WINDOWS
Defender

September-October 2020: quantity of unique 1187 samples used in this test

LEVEL 2 LEVEL 3

-

-

43%

92%

-

-

57%

8%



NAME TOTAL
OBTAINED 

CERTIFICATE

AVAST
Free Antivirus 100%

100%

100%

100%

100%

FAILURELEVEL 1

COMODO
Advanced Endpoint Protection

EMSISOFT
Business Security

COMODO
Internet Security

AVIRA
Antivirus Pro

November-December 2020: quantity of unique 1343 samples used in this test

LEVEL 2 LEVEL 3

-

-

-

-

-

21%

13%

84%

81%

1%

-

-

-

-

3%

79%

87%

16%

19%

96%

99,88%

100%

100%

99,86%

G DATA
Total Security

WEBROOT
Antivirus

ZONEALARM
Extreme Security

SECUREAPLUS
Pro

0,22%

-

-

0.14%

-

83%

33%

~10%

-

-

-

1%

~100%

17%

67%

89%



Special award
„Product of the Year 2020”

The software to protect workstation has participated in all editions 
of the test. It has blocked 6713/6713 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

Over90% of threats have been blocked 
in a browser or after savingto a disk.

AVAST
Free Antivirus

6+

0,33% of threats have been blocked 
when moving samples to other location on a disk.

Over9% of threats have been blocked
after launching malicious software.

2020

PRODUCT
OF THE YEAR

PARTICIPATION IN TESTS 6/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



The software to protect workstation has participated in all editions 
of the test. It has blocked 6713/6713 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

Nearly 20% of threats have been blocked 
in a browser or after saving to a disk.

COMODO 
Advanced Endpoint Protection

6+

Over 1% of threats have been blocked 
when moving samples to other location on a disk.

Exactly 9% of threats have been blocked 
after launching malicious software.

2020

PRODUCT
OF THE YEAR

PARTICIPATION IN TESTS 6/6
Special award

„Product of the Year 2020”

Summary of the Advanced In The Wild Malware Test | AVLab.pl



The software to protect workstation has participated in all editions 
of the test. It has blocked 6713/6713 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

Nearly 23% of threats have been blocked 
in a browser or after saving to a disk.

COMODO 
Internet Security

6+

Nearly 3% of threats have been blocked 
when moving samples to other location on a disk.

Over 74% of threats have been blocked 
after launching malicious software.

2020

PRODUCT
OF THE YEAR

PARTICIPATION IN TESTS 6/6
Special award

„Product of the Year 2020”

Summary of the Advanced In The Wild Malware Test | AVLab.pl



The software to protect workstation has participated in all editions 
of the test. It has blocked 6713/6713 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

Nearly14% of threats have been blocked 
in a browser or after saving to a disk.

SecureAPlus

6+

Over 86% of threats have been blocked 
after launching malicious software.

2020

PRODUCT
OF THE YEAR

PARTICIPATION IN TESTS 6/6
Special award

„Product of the Year 2020”

Summary of the Advanced In The Wild Malware Test | AVLab.pl



The software to protect workstation has participated in all editions 
of the test. It has blocked 6713/6713 malware samples which result 
in a very high score of 99,96% protection against threats in the wild.

Over 90% of threats have been blocked 
in a browser or after saving to a disk.

Avira
Antivirus Pro

6+

About 10% of threats have been blocked 
after launching malicious software.

PARTICIPATION IN TESTS 6/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



The software to protect workstation has participated in three 
editions of the test. It has blocked 3328/3328 malware samples 
which result in a maximum score of 100% protection against 
threats in the wild.

Over 99% of threats have been blocked 
in a browser or after saving to a disk.

Bitdefender
Total Security

3+

About 1% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 3/6



The software to protect workstation has participated in one edition 
of the test. It has blocked 658/658 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

63% of threats have been blocked 
in a browser or after saving to a disk.

Check Point 
Endpoint Protection

1 +

18% of threats have been blocked 
when moving samples to other location on a disk.

19% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 1/6



The software to protect workstation has participated in four 
editions of the test. It has blocked 4805/4805 malware samples 
which result in a maximum score of 100% protection against 
threats in the wild.

Over 36% of threats have been blocked 
in a browser or after saving to a disk.

Emsisoft
Business Security

4+

Less than 1% of threats have been blocked 
when moving samples to other location on a disk.

63% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 4/6



The software to protect workstation has participated in one edition 
of the test. It has blocked 1187/1187 malware samples which result 
in a maximum score of 100% protection against threats in the wild.
 

In this one test, 100% of threats have been blocked 
in a browser or after saving to a disk.

ESET
Smart Security

1 +
Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 1/6



The software to protect workstation has participated in three 
editions of the test. It has blocked 4665/4671 malware samples 
which result in a very high score of 99,87% protection against 
threats in the wild.

Over 97% of threats have been blocked 
in a browser or after saving to a disk.

G DATA
Total Security

3+

Over 2% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 3/6



The software to protect workstation has participated in three 
editions of the test. It has blocked 3328/3328 malware samples 
which result in a maximum score of 100% protection against 
threats in the wild.

Over 85% of threats have been blocked 
in a browser or after saving to a disk.

KASPERSKY
Total Security

3+

Over 14% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 3/6



The software to protect workstation has participated in two 
editions of the test. It has blocked 2571/2571 malware samples 
which result in a maximum score of 100% protection against
threats in the wild.

Exactly 100% of threats have been blocked 
in a browser or after saving to a disk.

MKS_VIR
Internet Security

2+
Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 2/6



The software to protect workstation has participated in two 
editions of the test. It has blocked 1882/2042 malware samples 
which result in a maximum score of 92,16% protection against 
threats in the wild.

Over 89% of threats have been blocked 
in a browser or after saving to a disk.

TREND MICRO
Maximum Security

1 +

Nearly 5% of threats have been blocked 
after launching malicious software.

1+
Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 2/6



The software to protect workstation has participated in all editions 
of the test. It has blocked 6712/6713 malware samples which result 
in a maximum score of 99,99% protection against threats in the wild.

Over 62% of threats have  been blocked
in a browser or after saving to a disk.

Webroot
Antivirus

6+

Nearly 38% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 6/6



The software to protect workstation has participated in one edition 
of the test. It has blocked 685/685 malware samples which result 
in a maximum score of 100% protection against threats in the wild.

68% of threats have been blocked 
in a browser or after saving to a disk.

Webroot
Business EndpointProtection

1+

32% of threats have been blocked 
after launching malicious software.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 1/6



The software to protect workstation has participated in two 
editions of the test. It has blocked 1825/1845 malware samples 
which result in a maximum score of 98,92% protection against 
threats in the wild.

48% of threats have been blocked 
in a browser or after saving to a disk.

WINDOWS 
Defender

1+

Over 50% of threats have been blocked 
after launching malicious software.

1+
Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 2/6



The software to protect workstation has participated in two 
editions of the test. It has blocked 1999/2001 malware samples 
which result in a maximum score of 99,9% protection against 
threats in the wild.

Over 75% of threats have been blocked 
in a browser or after saving to a disk.

ZONEALARM
Extreme Security

2+

10% of threats have been blocked 
when moving samples to other location on a disk.

Summary of the Advanced In The Wild Malware Test | AVLab.pl

PARTICIPATION IN TESTS 2/6

Nearly 15% of threats have been blocked 
after launching malicious software.



www.avlab.pl

AVLab as an independent Polish organization that acts as the guardian 
of security on the Internet provides information through articles,
trainings, and conferences. Professional reviews and security tests are 
our distinctive feature.

In tests, we use malicious software, tools, and techniques of bypassing 
security that are used in real attacks. For more information on our offer, 
please contact us.


