





The summary LE?U
of the Advanced In The Wild Malware Test

he browser level, i.e. a virus has
by m O nth ! been stopped before or right

after it has been downloaded.

LEVEL 2

The system level, i.e. a virus has been
@ downloaded, but it hasn’t been

allowed to run.

LEVEL 3

The analysis level, i.e. a virus
has been run and blocked
by a tested product.

FAIL

The failure, i.e. a virus hasn't been
blocked and it has infected
a system.



January-February 2020: quantity of unique 685 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

’I:Yepéslntivirus 96% ) 4% ) 100% LB
ig\l/\gche% Endpoint Protection e ) 52% i 100% BEoT++
'?oltjz:\Al-l—SAecurity 9% ) ~9% SARE el I
IillEquL;F:EA 8% B} 92% - 100% BEST +++
X‘ﬁfﬁgg 70% ; 30% - 100% BEST+++
WEBROOT 68% - 32% - 100% BEST +++

Business Endpoint Protection



March-April 2020: : guantity of unique 658 samples used in this test

OBTAINED
LEVEL 1 LEVEL 2 LEVEL 3 FAILURE TOTAL CERTIFICATE

AVAST

Free Antivirus 95% i 5% ) 100% S
icoi\l;gg(?(—gi Endpoint Protection 17 8% 81% - 100% B
SECUREAFLLE 10% - 90% : 100% BEST+++
lelf(:\rlnDumlgzgurity 91% ) ~9% 0.30% 99.7% T
X‘ﬁﬁgg 35% - 65% - 100% BEST +++
\é(/;;xjetr)]gxs 88% - 9% 3% 97% BEST ++
ZONEALARM _ 10% 10% _ 100% BEST +++

Extreme Security



May-June 2020: quantity of unique 1384 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE e e e
AVAST 01% 1% 8% s 100% BEST +++

Free Antivirus

AVIRA . ) ) o
Antivirus Pro 84% - ~16% 0.07% 99.93% BEST +++

ic(i)\l/\ggc?e% Endpoint Protection 17% ) 837 ) OB BEST+++
Icr:m?eh?r?el?gecurity 2% . e ) o BEST+++
E[\:lssl:\se(s)[s: gecurity e ) 79% ) 1007 BEST+++
m’fesra\gtRSecurity Lonee ) ) ) 100% BEST+++
SECUREAPLUS - - - - N
inz\rfumlgzgurity 87.6% } 1% 11.4% 88.6% TEBSN]L'YED

WEBROOT 66% : 34% : 100% BEST+++

Antivirus



July-August 2020: quantity of unique 1456 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

AVAST ) . ) ]
Free Antivirus 907% 1% 9% - 100% BEST+++

AVIRA

Antivirus Pro 887% ) “12% 0.06% 99.94% AL
HepIann - - - ook ST
ig\[;gg(?e% Endpoint Protection = ) 8a% i 100% BEST+++
ﬁ\ct)el\:lr?e?cs)ecurity 23% ) 77% ) 100% L
'Cl'ao[t);\Al-l—SAecurity 100% ) i ) 100% e
_'Fﬁtifgsgﬁy 94% - 6% - 99.7% BEST+++
grEOCUREAPLUS 19% - 81% - 100% BEST +++
WEBROOT 78% - -22% 0.06% 99.94% BEST+++

Antivirus



September-October 2020: quantity of unique 1187 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

Q/epéslntivirus 90% i 10% i 100% Ty
QX{SIAWS bro 95% - ~5% 0,08% 99.92% BEST +++
ooETEes - - - ok ST
ig\[;gg(?e% Endpoint Protection 9% e 90% i 100% BEST+++
ﬁ\ct)el\:lr?e?cs)ecurity 12% 6% 82% ) 100% e
Eﬁ’\Ea-ll:t Security Premium gl ) i i 100% e
'Cl'ao?z:\AlTSAecurity 100% i i ) 100% L
Total Security 7% : ¥ - t00% BEST +++
mres;B\éltRSecurity 100% i i ) 100% L
SECUREAPLUS 8% _ 92% - 100% BEST+++

Pro



September-October 2020: quantity of unique 1187 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE TOTAL CERTIFICATE

WEBROOT

Antivirus 57% - 437% - 100% BEST+++

WINDOWS

Defender 8% - 92% - 100% BEST +++



November-December 2020: quantity of unique 1343 samples used in this test

OBTAINED
NAME LEVEL 1 LEVEL 2 LEVEL 3 FAILURE CERTIFICATE

AVAST . . o
Free Antivirus 79% - 21% - 100% BEST+++

AVIRA . . o
Antivirus Pro 87% - 13% - 100% BEST+++

ig\l:ggc?eod Endpoint Protection e ) e i 100% BEST +++
ﬁ?eh:ll'?e[’zgecurity 19% i 817 - 100% kA
PECUREAPLUS 17% . 83% . 100% BEST +++
SIEReoT o - 33% : 100% BEST+++
AONIEA LAY 89% 1% ~10% 0.14% 99.86% BEST +++

Extreme Security



‘ Avast Free Antivirus
@ €= Back Siatus > Smart Scan

Status Smart Scan

Protection

Privacy

AVAST
Free Antivirus

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result
in @ maximum score of 100% protection against threats in the wild. e Scanning for weak passwords...

Performance

STOP SCAN

& Mobile

Over90% of threats have been blocked
in a browser or after savingto a disk.

0,33% of threats have been blocked
when moving samples to other location on a disk.

Over9% of threats have been blocked

after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

\-TH-12)

MALWARE TEST TH
x Check
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award

Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




C 0 M 0 D 0 COMODO cient-seauty 1
Creating Trust Online® S—
&

COMODO Secure )
Advanced Endpoint Protection R © =

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result P
in a maximum score of 100% protection against threats in the wild. MANAGEEROTECTION

®
&

Scan View Quarantine

Update Open Task Manager

Nearly 20% of threats have been blocked
in a browser or after saving to a disk.

Over 1% of threats have been blocked
when moving samples to other location on a disk.

Exactly 9% of threats have been blocked
after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

E VinB

MALWARE TEST TH
6 x Check
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award

Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




CO M 0 D 0 COMODO Internet Security Premium
Creating Trust Online®
T ®
Unblock Applications

COMODO Secure
I nte rn et Secu rity All systems are active and running @

The software to protect workstation has participated in all editions _
Update Secure Shopping
of the test. It has blocked 6713/6713 malware samples which result
in @ maximum score of 100% protection against threats in the wild. o
{1 UPGRADE

Nearly 23% of threats have been blocked
in a browser or after saving to a disk.

Nearly 3% of threats have been blocked
when moving samples to other location on a disk.

Over 74% of threats have been blocked
after Iaunching malicious software. ADVANCED IN-THE-WILD
MALWARE TEST

E VinB

MALWARE TEST TH
G x Checck
PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award
PARTICIPATION IN TESTS 6/6
,Product of the Year 2020"

Summary of the Advanced In The Wild Malware Test | AVLab.pl




/¥ SecureAPlus v6.5.0

All files and programs outside of your allow list will be blocked.

® @ 0

Security Features ‘ﬁ‘ All Running Automatic Interactive Lockdown Trust All

@ SecureAPlus o -

You are Fully Protected

Universal AV Scan

SeC u reApI u S Last Complete Scan (:) iﬁ';lmmﬁ Full system scan on your computer system
Your computer is free from malware!
The software to protect workstation has participated in all editions 1
. ull
of the test. It has blocked 6713/6713 malware samples which result
Software Update (> Up-to-date

in a maximum score of 100% protection against threats in the wild. FullSystemScan  Quarantine & History

Nearly-|4% Ofthreats haVe been bIOCked @ App Settings @ Info & Licenses -ﬁ Online Store @ Help A SecureAge

in a browser or after saving to a disk.

Over 86% of threats have been blocked
after launching malicious software.

ADVANCED IN-THE-WILD
MALWARE TEST

YiomB
6 ) ¢ Check

PROFESSIONAL TESTING SERVICE . 2 o 2 o
Special award
PARTICIPATION IN TESTS 6/6 ”
,Product of the Year 2020

Summary of the Advanced In The Wild Malware Test | AVLab.pl




K A . { U Auvira Antivirus Pro
VI ra / Your computer is secure
v Check for updates
Status

) AT P 2
g 5
‘ [on O | NS\ [on | A
Can N
Real-Time Ransomware Web Protection Mail Protection
Protection Protection

Avira

Antivirus Pro

The software to protect workstation has participated in all editions
of the test. It has blocked 6713/6713 malware samples which result saantine
in a very high score of 99,96% protection against threats in the wild.

Last scan was 2 days ago

Activity
Over 90% of threats have been blocked
in a browser or after saving to a disk. B resdbock

About 10% of threats have been blocked
after launching malicious software.

MALWARE TEST
6 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 6/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



B Bitdefender Total Security .Q\ @ = 5

o]

WAl You are safe

We're looking out for your device and data.

1] S Vulnerability recommendation . .
Altered system settings that may compromise your device
Dashboard

Bitdefender 9.
Total Security © @ — ®

s and data have been detected.
Next recommendation

The software to protect workstation has participated in three g Quick Scan system Scan Vulnerability Scan
editions of the test. It has blocked 3328/3328 malware samples i
which result in a maximum score of 100% protection against L) @
threats in the wild. s,
thi‘ﬁ:at'\cns VPN Safepay Add a quick action
OVer 99% Of threats have been b|OCked @ Total Security Subscription 4 of 10 devices are safe Protect another device

in a browser or after saving to a disk.

About 1% of threats have been blocked
after launching malicious software.

MALWARE TEST
3 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 3/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



&3] Check Point

SOFTWARE TECHNOLOGIES LTD.

Check Point
Endpoint Protection

The software to protect workstation has participated in one edition
of the test. It has blocked 658/658 malware samples which result
in a maximum score of 100% protection against threats in the wild.

63% of threats have been blocked
in a browser or after saving to a disk.

18% of threats have been blocked
when moving samples to other location on a disk.

19% of threats have been blocked
after launching malicious software.

1 %

PARTICIPATION IN TESTS 1/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

fa) Endpoint Se

M Overview £ One security warning was discovered.

Compliance .
. About to be restricted
f:) Update now Q Enforcing all polidies. 1 rules violated,

Q, Scan system now Policy Details
Compliance Policy: Default Compliance settings for the entire organization, Version: 3

¥ Advanced

Current Status
Qut of compliance violations:

Compliance Messages Remedy Status

Your network administrator has required that a set of conditions .. Fix succeeded, recalculating status

Check Point Endpoint Security

Warning
Your network administrator has required that a set of conditions
must be met on your computer. You are currently not in compliance
with these conditions.

LJ Check Point’

SOFTHARE TECHMOLOGES LTT.

[®] Check Point

Summary of the Advanced In The Wild Malware Test | AVLab.pl




= EMSISOFT .
I Your computer is protected by Emsisoft Business Security

@
U
Q
EI‘
E H ft v Protection Scan & Clean Logs Settings
MSISO o [ -
B u S I n ess S e C u r Ity +" WEB PROTECTION » QUICK SCAN 0 MALWARE OBJECTS SECURITY SETTINGS &
+ FILE GUARD Q) MALWARE SCAN DETECTED SO FAR NOTIFICATIONS
. L. . +' BEHAVIOR BLOCKER 4§ cusTom scan
The software to protect workstation has participated in four +/ ANTI-RANSOMWARE (=] QUARANTINE
editions of the test. It has blocked 4805/4805 malware samples
which result in a maximum score of 100% protection against A S P & Sz et 2o gt
X . e Network lockdown (® m A License ends in 40 days Details
threats in the wild. =
© 2003-2020 Emsisoft Ltd. - About
‘@' Recommended security reading

(- ) o ' Follow us
Ransomware data exfiltration detection and mitigation strategies

Over 36% of threats have been blocked
in a browser or after saving to a disk.

Less than 1% of threats have been blocked
when moving samples to other location on a disk.

63% of threats have been blocked
after launching malicious software.

MALWARE TEST
x Check
W=]a)
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 4/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




(€s[E) SMART SECURITY EEmmn - o x

eT

{ Home q‘
Q, Computer scan » i

3 Update

B3 Tools

23 Setup

(@ Help and support

ESET
Smart Security

Password Manager Secure Data Connected Home

Th e SOftwa re tO prOteCt WOkatatIO n h as pa rtICI pated I none ed Itlo n @ Refer a friend Create, safely store and organize Encrypt data on your computer Check the security of your network

your passwords and USB drives

of the test. It has blocked 1187/1187 malware samples which result
in a maximum score of 100% protection against threats in the wild.

[ Installed product: ESET Smart Security Premium
ENJOY SAFER TECHNOLOGY™ p License validity: 05.02.2021

Your free trial expires in 29 days.

In this one test, 100% of threats have been blocked
in a browser or after saving to a disk.

ADVANCED IN-THE-WILD
1 MALWARE TEST

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 1/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




6 DA'I'A G DATA TOTAL SECURITY 7 _X

Y EONEENENEE

SecurityCenter Lo B
'V’ Your system is protected! ‘V’ Virus signatures are up to date G
(& Realtime protection:  Active (all modules) & Lastupdate 21.06.
& Idiescan Paused (& Next update
( DA I A & i Standard security
@ Enabled Browser/app protection
L]
Total Security @
@ Spam protection: Enabled ction Enabled
Enabled

The software to protect workstation has participated in three
editions of the test. It has blocked 4665/4671 malware samples @ Hcenee: Vel i B Nopessages
which result in a very high score of 99,87% protection against [ aniE_

threats in the wild.

Protect your Android device!

Over 97% of threats have been blocked
in a browser or after saving to a disk.

Over 2% of threats have been blocked
after launching malicious software.

MALWARE TEST
3 x Check
PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 3/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




KASPER§KY

KASPERSKY
Total Security

The software to protect workstation has participated in three
editions of the test. It has blocked 3328/3328 malware samples
which result in a maximum score of 100% protection against
threats in the wild.

Over 85% of threats have been blocked
in a browser or after saving to a disk.

Over 14% of threats have been blocked
after launching malicious software.

g

PARTICIPATION IN TESTS 3/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

@ Kaspersky Total Security

Your protection is live now

v

| Details |

el % = 1

Scan Database Update Safe Money Password Manager
Privacy Protection Backup and Restore Protection for kids My Kaspersky
E G o Other products My Kaspersky  License: 287 days remaining




0_X

m mks_vir

m I(s VI ml(5_¢|r g Wersja bazy wiruséw: 2020.10.13 07:37:54 Licencja: 94 dni
[ l

MKS_VIR
Internet Security

The software to protect workstation has participated in two
editions of the test. It has blocked 2571/2571 malware samples System jest chroniony
which result in a maximum score of 100% protection against Mozesz bezpiecznie pracowac

threats in the wild.

Exactly 100% of threats have been blocked
in a browser or after saving to a disk. QU & o R |

MALWARE TEST
2 x Check

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 2/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




|':|.(_j ]
L~

T R E N D @mEaN?chiﬂrl;\RSmSecurity
MICRO
0 %)

Device Privacy Data Family

TREND MICRO
Maximum Security SCAN

The software to protect workstation has participated in two O]
editions of the test. It has blocked 1882/2042 malware samples
which result in a maximum score of 92,16% protection against

threats in the wild. @ P rOJ[@CJ[ed
Thanks for trying out the software. This free trial will expire on 2/6/2021.
Over 89% of threats have been blocked

in a browser or after saving to a disk.

? Already have a serial number

Expires on 2/6/2021

Nearly 5% of threats have been blocked
after launching malicious software.

[ review |
MALWARE TEST
1 x Check x Check
PROFESSIONAL TESTING SERVICE PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 2/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl



WEBROOT —

an opentext  company

Webroot
Antivirus

The software to protect workstation has participated in all editions
of the test. It has blocked 6712/6713 malware samples which result
in @ maximum score of 99,99% protection against threats in the wild.

Over 62% of threats have been blocked

Protected

SecureAnywhere is protecting your Last scan
computer. No active threats have Last scan duration

been detected. Mext scan

| Scan My Computer | ThElsETs

Subscription

See how Webroot keeps you protected

See the Report

in a browser or after saving to a disk.

Nearly 38% of threats have been blocked
after launching malicious software.

6 x

PARTICIPATION IN TESTS 6/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

Aborted
Incomplete
Starts in 1 hour

) i Learn More

156 days

@ Identity Protection

¥ Back

Utilites

My Account

Support | Community




WEBROOT

an opentext  company

Webroot
Business EndpointProtection

The software to protect workstation has participated in one edition
of the test. It has blocked 685/685 malware samples which result
in @ maximum score of 100% protection against threats in the wild.

68% of threats have been blocked
in a browser or after saving to a disk.

32% of threats have been blocked
after launching malicious software.

ADVANCED IN-THE-WILD
1 MALWARE TEST

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 1/6
Summary of the Advanced In The Wild Malware Test | AVLab.pl



|
A | 4

WINDOWS
Defender

The software to protect workstation has participated in two

editions of the test. It has blocked 1825/1845 malware samples
which result in a maximum score of 98,92% protection against
threats in the wild.

48% of threats have been blocked
in a browser or after saving to a disk.

Over 50% of threats have been blocked
after launching malicious software.

1%

PARTICIPATION IN TESTS 2/6

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Summary of the Advanced In The Wild Malware Test | AVLab.pl

Windows Security

[©

«

@

Home
Virus & threat protection
Account protection

Firewall & network protection
App 8 browser control
Device security

Device performance & health

Family options

Settings

X

O Virus & threat protection

Protection for your device against threats.

@ Current threats

No current threats.

Last scan: 31.12.2018 11:23 (quick scan)

0 threats found.
Scan lasted 4 minutes 20 seconds
23874 files scanned.

‘Quick scan

Scan options
Allowed threats

Protection history

®s Virus & threat protection settings

No action needed.

Manage settings

& Virus & threat protection updates

Security intelligence is up to date.

act sindata: 17 113090 1010

ADVANCED IN-THE-WILD
MALWARE TEST

PROFESSIONAL TESTING SERVICE

Windows Community videos

Learn more about Virus & threat
protection

Do you have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement




ZoneAlarm

s ZONEALARM

ZONEALARM
By CheCk Point Extreme Security —
4 YOUR COMPUTER IS SECURE > [ £ T m o
@‘ &  ANTIVIRUS & GR) WEBR2 NOUI0  MOBILITY &
ZO N EA LAR M Jﬂ FIREWALL %2  PRIVACY '.\3!:-';“ DATA
EXt rel I Ie SeC u rlty * Antivirus/Anti-Spyware * Web Secure * Anti-Ransomware
* Firewall * Anti-Keylogger * Identity Protection
The software to protect workstation has participated in two :;hfel?*Et_m“'g“Ot” |
pplication Contro
editions of the test. It has blocked 1999/2001 malware samples : — —
View Details View Details/Activate View Details/Activate
which result in a maximum score of 99,9% protection against
. . ~—_ —~_} =]
threats in the wild.
g gnﬁ?fmgﬂm License: | 3|0 days left in trial

Over 75% of threats have been blocked
in a browser or after saving to a disk.

10% of threats have been blocked
when moving samples to other location on a disk.

Nearly 15% of threats have been blocked
after launching malicious software.

MALWARE TEST
2 x Check

PROFESSIONAL TESTING SERVICE
PARTICIPATION IN TESTS 2/6

Summary of the Advanced In The Wild Malware Test | AVLab.pl




\-TH-1-

AVLab as an independent Polish organization that acts as the guardian
of security on the Internet provides information through articles,
trainings, and conferences. Professional reviews and security tests are
our distinctive feature.

In tests, we use malicious software, tools, and techniques of bypassing
security that are used in real attacks. For more information on our offer,
please contact us.

www.avlab.pl




